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Windows 10 Scan Station

ÅThe Scan Station 730EX Plus is the current model of the Scan Station, 
leveraged from the existing Scan Station 710 and 730EX with the internal 
operating system updated to Windows 10 IoT Enterprise LTSC 2019 
version

ÅThe Windows 10 IoT version was chosen because with this version 
Microsoft will only provide updates to security related features

ÅThis eliminates the risk of Microsoft feature updates affecting the 
Kodak or custom scanning applications

ÅCertified to Energy Star 3.0
© 2021 Kodak Alaris Inc.
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Scan Station Portfolio

Older Models (Sales 

Discontinued)

PPM Flatbed

Accessary

Duty 

Cycle

Operating 

System

TLS 

Support

Note:

Scan Station 710 70 Y 6K Win 8.0 1.0 only No 3
rd

party Integrations

Scan Station 730EX 70 Y 6K Win 8.1 1.0, 1.1, 1.2 3
rd

party Integrations Allowed

Current Model PPM Flatbed

Accessary

Duty 

Cycle

Operating 

System

TLS 

Support

Note:

Scan Station 730EX 

Plus
70 Y 6K Win 10 IoT 1.1 and 1.2

Kodak Scan Station application 

and 3
rd

party Integrations 

Allowed

Pages Per Minute for all Scan Stations:

ÅB&W/Gray: 70ppm at 200 or 300 DPI

ÅColor 200: 60ppm

ÅColor 300:   40ppm
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Specifications

The Scan Station 730EX Plus Specifications 
(Hardware and KODAK Scan Station application 
capabilities) have not changed from the SS710 
and SS730EX with the exception ofthe 
Windows 10 embedded operating system

Specifications can be found on the web at:

https://www.alarisworld.com/en-
us/solutions/document-scanners/desktop/scan-
station-730ex-plus#Specifications

© 2021 Kodak Alaris Inc.
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Scan Station 730EX Plus Security

The Scan Station 700 Plus Series is configured to prevent external attacks from the Internet and 
ŦǊƻƳ ŘƛǊŜŎǘ ŀŎŎŜǎǎ ōȅ ǳǎŜǊǎΦ ¢ƘŜ ŦƻƭƭƻǿƛƴƎ ǎŜŎǳǊƛǘȅ ŦŜŀǘǳǊŜǎ ǿƛƭƭ ōƭƻŎƪ ŀŎŎŜǎǎ ǘƻ ǘƘŜ {Ŏŀƴ {ǘŀǘƛƻƴΩǎ 
operating system:

ÅMicrosoft Windows Security updates
o The Windows update service is turned on by default in the 700EX Plus Series
o The scanner will check for security updates and apply them as needed

ÅMicrosoft Windows Defender
o The Windows Defender service is always updating and running on the 700EX Plus Series. The service will 

ensure security through:
ÅAnti-virus checking
ÅVerification that installed applications are signed

ÅThe Scan Station uses the Windowsfirewall to block all unnecessary ports.

ÅThe Scan Station is also configured to respond to an ICMP echo request (also known as a ping)
o This can be useful for diagnosing connectivity issues
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Scan Station 730EX Plus Security  (continued)

/ƻƴǘƛƴǳŀǘƛƻƴ ƻŦ ǎŜŎǳǊƛǘȅ ŦŜŀǘǳǊŜǎ ǘƘŀǘ ǿƛƭƭ ōƭƻŎƪ ŀŎŎŜǎǎ ǘƻ ǘƘŜ {Ŏŀƴ {ǘŀǘƛƻƴΩǎ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΥ

ÅOnly applications signed from valid authorities are allowed to be installed on the system

ÅThe Scan Station USB ports are protected from external intrusions 
ÅThe operating system is configured to disable any auto-run action that could occur when presenting a new 

USB device to the system
ÅThe Scan Station recognizes the presence of a USB removable device, but will only open and read files that 

have been created and encrypted specifically for use by the Scan Station
ÅAny file found on a removable device that is not properly encrypted will be ignored
ÅThis makes it almost impossible to introduce a virus by inserting a removable device with an infected 

executable.

ÅThe Scan Station will only read a valid, encrypted configuration file

ÅThe underlying operating system is not available to the administrator or user.
ÅUpdates to the operating system and/or the Scan Station software will be made available on the Kodak Alaris 

website as needed
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Scan Station 730EX Plus Security  (continued)

/ƻƴǘƛƴǳŀǘƛƻƴ ƻŦ ǎŜŎǳǊƛǘȅ ŦŜŀǘǳǊŜǎ ǘƘŀǘ ǿƛƭƭ ōƭƻŎƪ ŀŎŎŜǎǎ ǘƻ ǘƘŜ {Ŏŀƴ {ǘŀǘƛƻƴΩǎ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳΥ

ÅTo help secure the Scan Station, the customer can set up a Remote Access Password and/or a Local Access 
Password
ÅThe Remote Access Password protects the Scan Station from being modified by another (unauthorized) 

installation of the Scanner Administration Tool

ÅThe Local Access Password prevents a walk-up user from modifying the Scan Station via a USB removable 
device

Notes:

ÅA Remote or Local Access Password that is lost or forgotten may be able to be recovered by the Alaris Service and 
Support organization.

ÅThe Service case that is established must be escalated to Level 3 Support in Rochester for assistance

ÅThe customer can configure the Scan Station to require a user to log in before scanning
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Windows Security Updates on the 730EX Plus

ÅThe new 730EX Plus scanner will (by default) automatically apply Windows Security 
Updatesto the operating system.

ÅThe scanner will attempt to connect to the public Microsoft Update server (or a 
local update server if configured to do so) daily to download security updates.

ÅAny security updates that have been downloaded will, by default, be applied at 
3:00am local time
ÅIf the Scan Station is in Power Saver mode at that time, it will get woken up

ÅSecurity updates (if available) may also be applied upon reboot of the Scan Station

ÅCan only be enabled/disabled from the Scanner Administration Tool (SAT)
ÅCan not be enabled/disabled from the Scan Station itself

ÅThe time at which to apply any Security Updates (that have been downloaded) is also be 
configurable

© 2021 Kodak Alaris Inc.
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Windows Security Updates on the 730EX Plus  (continued)

ÅIf the end user is present when the Windows security update is taking placethey 
will likely see the following during the updates:

© 2021 Kodak Alaris Inc.
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January 2022 Update

KODAK Scan Station Application
Å Version 1.5.69
Å Required Accessory VC2019
Å Required Accessory KaUpdates_1-4-1

Scanner Administration Tool
Å Version 1.4.56

Summary
ÅSAT (Scanner Administration Tool) Main Screen/Grid changes
ÅWindows Updates from a local Windows Update server
ÅConfigurable timeouts when logging on via Active Directory
ÅAcknowledging destination output errors
ÅStreamlined scanning when entering index data for Kofax Front Office Server
ÅFixed Rotation Scan Settings
ÅLƴǘŜƎǊŀǘƻǊΩǎ ŀǇǇƭƛŎŀǘƛƻƴ Firewall Rules

© 2021 Kodak Alaris Inc.
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January 2022 Update

Installation Notes
ÅYou must do the following to upgrade an existing SS730EX Plus to 

Version 1.5.69:
ÅUpgrade to or install Version 1.4.56 of the Scanner Administration Tool (SAT)

Å If your Scan Station has an OS Version of 3.2, download the VC2019 
Accessoryto the Scan Station 730EX Plus
Å This will install the Visual C++ 2019 redistributableson the Scan Station

Å If your Scan Station has OS Version 3.3, then the VC2019 Accessory does not 
need to be downloaded as the Visual C++ 2019 redistributablesare 
incorporated into the OS

ÅDownload the Upgrade_KaUpdates_1-4-1 Accessory to the Scan Station 
730EX Plus

ÅUpgrade your Scan Station 730EX Plus to Version 1.5.69 of the KODAK Scan 
Station Application

ÅDetailed install instructions can be found at the end of these Release Notes

ÅVersion 1.4.56 of the SAT requires that your network and the PC 
running the SAT has TLS 1.2 enabled
ÅVersion 1.5.69 of the KODAK Scan Station Application must only be 

applied to Scan Station 730EX Plus models
Å If you have older Scan Station models (e.g., SS710 or SS730EX), DO NOT 

download Version 1.5.69 or else they will become inoperable and will have 
to be replaced

© 2021 Kodak Alaris Inc.
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SAT Grid Changes

Version Number Display
Å The Version Number of the Kodak Scan 

Station embedded application is now 
displayed on the Scanner Administration 
grid of Scan Stations

Advanced Logging
Å When calling into Service and Support, 

customers may be asked to enable 
Advanced Logging to better assist Kodak 
Alaris in troubleshooting a reported 
issue

© 2021 Kodak Alaris Inc.
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SAT Grid Changes  (continued)

Display of Windows Defender Version
Å The Windows Defender version along with the date of the last update to Windows Defender is 

now  displayed on the Scanner Administration grid of Scan Stations
o The display provides confirmation that Windows Security and Defender updates have been properly configured and are 

taking place on the SS730EX Plus machines

© 2021 Kodak Alaris Inc.
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SAT Grid Changes  (continued)

Display of Windows Defender Version  (continued)

Å The Windows Defender version and the date of the 
last update to Windows Defender is also displayed on 
the information screen           for the selected Scan 
Station

Å The Windows Defender information for all SS730EX 
Plus machines on the SAT Grid can also be manually 
retrievedas necessary

© 2021 Kodak Alaris Inc.
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Windows Update Changes

Support for Local Windows Update Server
Å Windows Security and Defender updates can now be 
ŎƻƴŦƛƎǳǊŜŘ ǘƻ ǘŀƪŜ ǇƭŀŎŜ ŦǊƻƳ ǘƘŜ ŎǳǎǘƻƳŜǊΩǎ ƭƻŎŀƭ 
Windows Update server

Å Select ²ƛƴŘƻǿǎ ¦ǇŘŀǘŜ Χfrom the Scanner Menu of the 
Scanner Administration Tool

Å If using HTTP, the URLs must contain the server DNS name 
and not the IP address
Å If an IP address is used, updates will not be applied.
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Active Directory Changes

Configurable Timeouts
Å When the user is required to log onto the Scan Station 

with their Windows credentials, there are 2 timers that go 
into effect:
o Inactivity Timer: When there is no user activity on the Scan 

Station, a message is displayed when the timer elapses warning 
the user that they will be logged off the Scan Station

o Logout Timer: When there is no further user activity on the 
{Ŏŀƴ {ǘŀǘƛƻƴ ŀŦǘŜǊ ǘƘŜ LƴŀŎǘƛǾƛǘȅ ¢ƛƳŜǊ ŜƭŀǇǎŜǎΣ ǘƘŜ ǳǎŜǊΩǎ ǎŎŀƴ 
session will be terminated, and they will be logged off the Scan 
Station

Å These timers are now configurable:
o Inactivity Timer:

Á Specified in 30 second increments
Á Default is 30 seconds
Á Maximum is 1500 seconds (i.e., 25 minutes)
Á Cannot be greater than the Logout Timer

o Logout Timer: 
Á Specified in 1-minute increments
Á Default is 3 minutes
Á Maximum is 30 minutes

© 2021 Kodak Alaris Inc.



Unrestricted

Acknowledging Destination Output Errors

New Device->Configuration Option
Å If the Scan Station fails to output the scanned 

documents to the configured destination, this new 
setting will display the failure message until the user 
acknowledges the error

Å Background processing must be disabled

Å If this setting is disabled, then the output failure 
message display will automatically be cleared from the 
scan station after 30 seconds

© 2021 Kodak Alaris Inc.
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Streamlined Scanning to Kofax Front Office Server

New Job Setting 
Å When the Scan Station Job configuration allows the 

user to make Kofax Front Office Server index field 
changes, this new setting will immediately start the 
scanning operation after the user enters the index data

Å Other scan and destination option screens are 
bypassed
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Fixed Rotation Scan Settings

New Post-Scan Rotation Settings
Å Fixed rotation of 90, 180, and 270 

degreescan now be configured in 
addition to Auto Orientation

© 2021 Kodak Alaris Inc.



Unrestricted

Integrator Application Firewall Rules

Problem Fixed in 1.5.69 Release
Å If an integrator has developed an application for the SS730EX Plus that 

configures Firewall Rules, these rules will not be disabled when upgrading 
the embedded Kodak Scan Station application to the 1.5.69 release

© 2021 Kodak Alaris Inc.
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March 2021 Update

KODAK Scan Station Application
Å Version 1.5.58

Å Optional Accessory VC2019

Scanner Administration Tool
Å Version 1.4.34

Summary
ÅFull support of TLS 1.2

ÅKofax Front Office Server (KFOS) Destination Changes

ÅPreview Enhancements

ÅDocuShareIndex XML Output
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TLS 1.2 Support

Installation Notes
ÅFor full support of TLS 1.2 you must do the following to upgrade an 

existing SS730EX Plus (i.e., has an OS Version of 3.2):
ÅUpgrade to or install Version 1.4.34 of the Scanner Administration Tool (SAT)

ÅDownload the VC2019 Accessoryto the Scan Station 730EX Plus

Å This will install the Visual C++ 2019 redistributableson the Scan Station

ÅUpgrade your Scan Station 730EX Plus to Version 1.5.58 of the KODAK Scan 
Station Application

ÅDetailed install instructions can be found at the end of these Release Notes

ÅVersion 1.4.34 of the SAT requires that your network and the PC 
running the SAT has TLS 1.2 enabled

ÅVersion 1.5.58 of the KODAK Scan Station Application must only be 
applied to Scan Station 730EX Plus models
Å If you have older Scan Station models (e.g., SS710 or SS730EX), DO NOT 

download Version 1.5.58 or else they will become inoperable and will have 
to be replaced

ÅIf your SS730EX Plus has an OS Version of 3.3, then the VC2019 
Accessory does not need to be downloaded to the Scan Station as the 
Visual C++ 2019 redistributablesare incorporated into the OS
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Kofax Front Office Server (KFOS) Destination Changes

Support for KFOS Version 4.1 and later
Å When configuring a KFOS destination, the complete KFOS 

service URL can now be entered

Å As a result, connections to KFOS Version 4.1 and later can 
be established

Å For example:
KFOS Version 4.0 URL:

http://10.235.25.207:80/KFS/axis2/services

KFOS Version 4.3 URL:

http://10.235.25.207:80/Kofax/KFS/axis2/services
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Kofax Front Office Server (KFOS) Destination Changes (continued)

Allow Kofax Front Office Server index field 
changes
ÅThe option to allow the user to make changes to KFOS 

index fields is now configurable at the Job level
ÅPreviously, this option was configurable as part of the 

Device->Configuration options
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Kofax Front Office Server (KFOS) Destination Changes (continued)

Allow Kofax Front Office Server index field changes  (continued)
ÅIf the KFOS index field is not configured with the MFPproperty, then it will 

not be displayed or available to the end user when they are prompted to 
make Kofax Front Office Server index field changes on the Scan Station

© 2021 Kodak Alaris Inc.
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Kofax Front Office Server (KFOS) Destination Changes (continued)

Active Directory User assigned to output 
documents
ÅIf the SS730EX Plus is configured so that the user 

is required to log onto the Scan Station with 
their Active Directory credentials, then that 
Usernamewill be used to connect to KFOS

ÅAll scanned documents output to KFOS will be 
associated with that Username

ÅIf the user is not forced to log onto the Scan 
Station, then the Username entered when 
configuring the KFOS Destination will be used 
instead:
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Preview Enhancements

Job option to always show Preview after 
scanning
ÅYou now have the option to always go into 

the Previewscreen after scanning 
documents initiated from a Job tile on the 
Scan Station
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Preview Enhancements   (continued)

New Insert options
ÅIn addition to being able to Rescan a page while in 

Preview mode, you can now Insert Before or Insert 
After the currently displayed page
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DocuShare Index XML Output

New Device->Configuration Option
ÅThere is now an option to create a DocuShare

compatible output metadata XML file

ÅThe <Name> entry in the XML file will contain 
the name of the output document

ÅThe XML file will have the same name as the 
output document
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